
NAPSA Scam Advice Forum    July 2026
Topic: Image-based sexual abuse (IBSA) including sextortion is a serious threat in cybercrime.  The Cyber Civil Rights Initiative (CCRI) is a survivor-founded and led nonprofit and the leading national voice combating IBSA through its online Safety Center, advising tech companies on policies and products as well as publishing research on IBSA. Information on digital safety planning, documentation, take down’ strategies and resources will be shared.

Co-Hosts: Steve Baker and Debbie Deem
Sign up for Steve’s weekly ‘www.Bakerfraudreport.com’ for worldwide news/trends/ arrests/prosecutions transnational organized crime frauds/scams.        

National Elder Fraud Hotline (U.S. DOJ) 	1-833-372-8311National federal hotline for adults 60 and over to report fraud and providing support and resources/safety tips. Help with filing IC3 and FTC reports. Language line.  https://ovc.ojp.gov/program/stop-elder-fraud/providing-help-restoring-hope	
Report Fraud to Local Police/Adult Protective Services (APS) as Well as One or More of These Federal Govt. Databases/Agencies
· FBI Internet Crime Complaint Center 				www.ic3.gov				
· Federal Trade Commission (FTC) 				www.reportfraud.ftc.gov    		 
· Report Identity Theft to the FTC 				www.identitytheft.gov	
· U.S Postal Inspection Service (USPIS) 1-877-876-2455	https://www.uspis.gov/report
	
· If Crypto Investment Confidence Fraud/Crypto-Relationship Investment (Pig Butchering)- contact local U.S. Secret Service office, in addition filing a complaint with CryptoFraud@SecretService.gov and www.ic3.gov.
· FBI Guidance for Crypto-Currency Fraud Victims in Completing an IC3 report  https://www.ic3.gov/Media/Y2023/PSA230824

Consumer Financial Protection Bureau https://www.consumerfinance.gov/  (855) 411-2372
Help consumers connect with financial institutions such as banks to understand issues, fix errors, and get responses about problems, or submit a complaint about a financial service product 
 IRS Advice on Taxing Stolen Money 2025 and 2026
·  https://www.irs.gov/forms-pubs/about-publication-547 (May 13, 2026)
· https://www.irs.gov/taxtopics/tc515 (Jan 26, 2026)
· https://www.irs.gov/publications/p547#en_US_2025_publink1000171262 (Dec 19, 2025)




Resources and Additional Information Related to Image Based Sexual Abuse
Take It Down Act Provisions and related discussions, resources (Tools to Address Known Exploitation by Immobilizing Technological Deepfakes on Websites and Networks Act)
· https://www.congress.gov/bill/119th-congress/senate-bill/146
· Analysis- https://www.congress.gov/crs-product/LSB11314
· FTC Take It Down Act (where to report)  https://takeitdown.ftc.gov/
· What to Do If Someone Posts Your Intimate Images Without Your Consent    https://consumer.ftc.gov/articles/image-based-abuse-what-know-and-do
· Association of Attorneys General’s statement https://www.naag.org/attorney-general-journal/congresss-attempt-to-criminalize-nonconsensual-intimate-imagery-the-benefits-and-potential-shortcomings-of-the-take-it-down-act/
· CCRI statement https://cybercivilrights.org/ccri-statement-on-the-passage-of-the-take-it-down-act-s-146/

Cyber Civil Rights Initiative:  Their mission is to combat online abuses through advocacy in victim services, tech policies, legislative reform, research and outreach especially regarding cases of nonconsensual distribution of intimate images, digital forgeries and sextortion.  CCR only serves clients who are 18 years or older at the time the photo was taken.    https://cybercivilrights.org/   
Helpful links for those victimized include:
· Safety Center https://cybercivilrights.org/ccri-safety-center/
· Existing laws search https://cybercivilrights.org/existing-laws/
· Attorney representation search  https://cybercivilrights.org/professionals-helping-victims/
· Sextortion advice- https://cybercivilrights.org/wp-content/uploads/2023/01/Sextortion-Scam-PSA.pdf

National Center for Missing and Exploited Children (NCMEC)
· If someone created or disseminated an intimate photo or video depicting you when you were under 18 years old (even if you are an adult now), consider contacting law enforcement and/or make a report to The Cyber Tipline, https://report.cybertip.org/, 1 -800-THE-LOST (1-800-843-5678) or Take It Down-  https://takeitdown.ncmec.org/
· Is Your Explicit Content Out There https://www.missingkids.org/gethelpnow/isyourexplicitcontentoutthere
· Reporting to companies (all ages): https://www.missingkids.org/gethelpnow/isyourexplicitcontentoutthere#reporting

A Trending Issue- Can State Statutes Covering ‘Coerced Debt’ apply to some cybercrime victims such as romance imposter frauds and crypto investment romance frauds?  
· “Coerced debt is any non-consensual credit-related transaction that occurs within the context of an abusive relationship.”
· Assisting Survivors of Domestic Violence with Coerced Debt https://library.nclc.org/article/assisting-survivors-domestic-violence-coerced-debt?eType=EmailBlastContent&eId=5720b5e3-9c90-4df4-be41-83e92e36171f

Stop Non- Consensual Intimate Image Abuse  https://stopncii.org/
· The tool works by generating a hash from your intimate image(s)/video(s). StopNCII.org then shares the hash with participating companies so they can help detect and remove the images from being shared online. 

Free Online Fraud Support Programs 
AARP Fraud Support Groups and Helpline   Support for those victimized and family members of these frauds, special groups for romance scams.  Includes the Fraud Watch Network where trained volunteers respond to inquiries about fraud at 877-908-3360: You don’t have to be AARP member, no age restriction. 
· To register for the free support groups  https://www.aarp.org/money/scams-fraud/fraud-victim-support-group/?cmp=RDRCT-CSN-FRD-NEW-SUPPORT_GROUP_PAGE
  
FightCyberCrime   www.fightcybercrime.org   Free romance imposter fraud and crypto investment fraud online peer support programs, all ages. Includes online information for many types of online frauds.
· https://fightcybercrime.org/programs/romance-scam-recovery-group/

Fraud Awareness Network offers weekly peer-to-peer program for victims age 60 and over, facilitated by Lifespan of Greater Rochester, Inc. fraudnetwork@lifespanrochester.org or call 585-244-8400

Give An Hour   Free online support programs for victims and loved ones with peer support, all ages.
· https://giveanhour.org/financial-fraud/
· Connect to counselors or accessing support group  https://giveanhour.org/financial-fraud/
· Financial Fraud Mental Health Professional Training & Cadre Registration  https://giveanhour.qualtrics.com/jfe/form/SV_6fn5URwwbvMX2mi
· Working with Fraud Survivors  https://giveanhour.org/wp-content/uploads/Working-with-Scam-and-Fraud-Survivors-Resource.pdf

Cathy Wilson, Therapist Cathy Wilson, Therapist     https://www.scamsurvivorhealing.com/
Includes free YouTube video series for those victimized, and resources/videos for family members, mental health professionals, law enforcement, etc.   https://www.scamsurvivorhealing.com
· https://www.youtube.com/@fraudpsychology/videos












Additional National Victim Support Resources:

AARP Fraud Watch Network – a free, nationwide initiative that empowers consumers to fight back against identity theft and scams. Open to people of all ages regardless of AARP membership, offers a toll-free helpline, real-time scam alerts, peer support groups for victims, and educational resources.
https://www.aarp.org/money/scams-fraud/about-fraud-watch-network/ 877-908-3360
· Professional Resources: Words Matter: Improving Outcomes for Crime Victims https://www.aarp.org/lp/words-matter/
Fightcybercrime   Online information, support and how to recognize, report and recover (including support groups) from many types of online fraud. https://fightcybercrime.org/

Identity Theft Resource Center provides free crime victim identity theft assistance through a toll-free call center, live chat, website, podcasts, and social media. www.idtheftcenter.org   (www.frozenpii.org) 

Operation Shamrock   Resource for those victimized in crypto investment/romance transnational crimes.  Includes link to possibly help trace digital money.  Bimonthly online meeting forum for those victimized and helpers. https://www.operationshamrock.org/
· Includes reporting form to request ‘tracing’ of crypto funds. 
· https://www.operationshamrock.org/reporting-basics

VictimConnect Resource Center, through the National Center for Victims of Crime, is a 24-hour anonymous and confidential hotline where victims of any crime can receive support, information and referral options confidentially.  Call or text 855-484-2846   https://victimsofcrime.org/

Advocating Against Romance Scammers https://advocatingforu.com/  Comprehensive support, education, and advocacy initiatives, including resources for victims.

National Suicide and Crisis Lifeline   Dial or text to ‘988’ or 1-800-273-8255    https://988lifeline.org/
Legal Resources:

Scam Justice Legal Clinic: SJLC provides free consultations with an attorney to  empower victims by helping them understand their legal options, document their cases, and take proactive steps to protect themselves  
· https://www.dwt.com/about/pro-bono/scam-justice-legal-clinic
· To request services, email ScamJustice@dwt.com.

National Association of Consumer Advocates (NACA) To find a consumer law attorney who specializes in various consumer rights/fraud victimization
· https://www.consumeradvocates.org/findanattorney/

National Consumer Law Center (Resources for Finding Attorneys)  https://www.nclc.org/  
· Provides list of resources/attorney options, including finding legal aid offices, a consumer attorney, a consumer bankruptcy attorney, affordable or pro-bono attorneys, and your state utility consumer advocate.  
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